Report of the CAS Computer Steering Committee 

Regarding

CAS Computing Email Intervention

Bargaining Update Memo Sent on 2/26/07 at 5:01 PM

According to Assoc. Provost Dwayne Smith, the UBOT Bargaining Team used the "tracking" feature in Microsoft Word to edit and comment on their position statement regarding the current status of bargaining.  Before sending it, one must go through a 4-step process to securely turn the tracking feature off.  The proper steps were not completely followed, it seems, with the result that the document “looked” okay, but was not fully locked.  When such a document goes across different server boundaries, it can apparently emerge from the process with the tracking function active and the text in a revealed state.  This is what happened in this case.  The document in question, therefore, is indeed not the final copy intended for distribution, but one that revealed all the edits, something the authors had previously “locked” from view. 

The supposedly locked document was delivered to University Relations and "tested" by being transmitted to an email address within the same server before it was sent out for general distribution.  It of course looked okay.  Within 10 minutes after the document had been transmitted across server boundaries, however, calls started to come in regarding the email and flustered attempts were made to recall the document.  All those within the email domain that sent it out were successfully recalled.  

CAS, along with many other Colleges, has a different domain (i.e.: cas.usf.edu) and the recall function does not work across server boundaries.  So, George Ellis (Assoc. VP for Planning, Policy Analysis and Information in Information Technology) called Craig Woolley on his office phone in order to ask that a process be initiated (called EX-merge) to remove the memo from people’s email accounts.  A recall was not possible because the message did not originate within the CAS domain.  

Since it was after 5 PM, Mr. Woolley had gone home for the day and was thus note easily contacted.  As a result, Angel Arcelay (University Web Master) called the Assistant Director of CAS Computing, Karen Taylor to see how the message could be pulled from the CAS email servers.  Ms. Taylor contacted one of the Windows System Administrators, Russ Croft.  Mr. Arcelay then asked Mr. Croft to “pull” the message.  Mr. Croft said he'd have to call his Director (Craig Woolley) first before he could do anything because he needed higher authorization.  When Mr. Woolley could not be reached on his cell phone number, Mr. Arcelay then involved his Director, Lara Wade (Interim Director of Media Relations).  She apparently verified that this was a legitimate request and that the request had the backing of the “legal department” (a quote from Mr. Croft).  Ms. Wade told Mr. Croft that she would send an email request in writing to back up this verbal request.  No email was ever received.  

Assoc. Provost Smith later informed the Chair of this committee (William Murray) that a call was made to Cindy Visot of the President’s staff and that she apparently had authorized some such statement.  Dr. Smith observed that these actions were done in a mood of semi-panic and so we presume perceptions differ among the participants concerning what precisely was said and on whose authority.  

At this point, Mr. Croft then followed a set of instructions sent by Debbie Weeks (Coordinator of Computer Systems Control, Information Technologies) that was time stamped “5:57 PM.”  This procedure had been authorized by Assoc. VP George Ellis in an email that was time stamped “5:42 PM.”  The instructions were brief: “I am currently using Exmerge to extract all messages, matching on subject, from our databases.”  As Mr. Croft had never done this procedure before in the CAS environment, he first tested the procedure on his own email account and, after it appeared to work without problems, he initiated the procedure on the CAS Exchange Email Server.  He defined the operation (EX-merge) to remove a targeted email (based on its subject heading) from all server-based folders within a person’s email account.  A separate option that could have been used to retrieve only "exact matches" (i.e., only the original message) from a user’s server-based folders was not used.  As a result, emails that had been replied to or forwarded (to others within the CAS domain) were also removed, i.e., from both the recipients’ inboxes and from the senders’ sent mail folders.  All removed emails were placed in a special file and were not deleted.  This process of removal was lengthy and continued through Monday night (2/26).

According to what we have learned, the College of Arts and Sciences was the only college that followed the procedure without using the “exact match” option.  Business and Engineering, for example, only removed the original message from the server-based folders of their users accounts.  We must stress that the more extensive procedure initiated by CAS Computing was not done intentionally.  When Mr. Woolley realized that forwarded and replied to emails had been removed because of a growing number of faculty complaints, he asked Assoc. Provost Smith if he could replace the removed files.  After a brief period of discussion, Dr. Smith agreed that this was the correct thing to do and told Mr. Woolley to prepare to initiate the process of restoring the emails.  This verbal instruction was given on Wednesday evening (2/28) about 6:30 PM.   This process was completed by noon on Friday (3/2).  

According to Assoc. Provost Smith, he first learned of the problem around 3 PM on Tuesday afternoon (2/27).  The chair of this committee became involved on Wednesday (2/28) and met with CAS Assoc. Dean Arthur Guilford and Craig Woolley to discuss how the CAS Computer Committees might discern what had been done so as to recommend a set of policies that would govern any request requiring the intervention of CAS Systems Administrators in the future (and thus protect CAS Computing employees from frivolous or illegal requests).  On Wednesday at about 7:15 PM, Dr. Murray called Dr. Smith to read him the text of the email he intended to send out regarding the issue.  We include the text of this email, which was sent at 7:42 PM.  

----------------------

Text of Email Sent to CAS Computer Committees

(with blind copies to faculty members who had complained about what had been done)



From: Murray, William [mailto:wmurray@cas.usf.edu] 
Sent: Wednesday, February 28, 2007 7:42 PM
To: Murray, William
Cc: Woolley, Craig; Guilford, Arthur (USF Tampa); CAS Computer Committee; Fowler, Samantha; Hegg, Josue; Jones, John; Justice, Sandra; Patterson, Nancy; Purcell, Trevor
Subject: Email Irregularities
To: CAS Faculty Expressing Concern Over Email Irregularities
To: Members of the CAS Computer Committee
To: Members of the CAS Steering Committee
From: Bill Murray, Chair CAS Computer Committee // Co-Chair CAS Computer Steering Committee
Regarding: Email Irregularities within the CAS Microsoft Exchange Server
Date: 2-28-07, 7:15 PM
 

A significant number of you have contacted me as Chair of the CAS Computer Committee or as Co-Chair of the Computer Steering Committee regarding the removal from your individual inboxes, sent folders and saved folders of an email mistakenly distributed through the CAS Microsoft Exchange Server with the subject heading "USF Board of Trustees Bargaining Update" and with a date stamp of 2/27/07, 5:01 PM.  After a number of conversations with Craig Woolley, Director of CAS Computing, I think I am beginning to piece together what happened.  Although I suspect that we will be hearing more about this action from the central administration, I am convinced that the original intention seems to have been only to remove the original document, not forwarded copies or saved copies.  In spite of this fact, the removal of emails has raised a number of important issues that our Steering Committee needs to address.  I have therefore asked the CAS Dean's Office for help in convening a meeting of the CAS Computer Steering committee early next week so that our committee may ask for clarification from the main parties involved in this incident.  
 

I suspect that the Steering Committee will try to learn the answers to questions that include the following issues: 
 1) What is the legal status of our emails?  
 2) While we understand that any sender has the right to recall an email before it is read, its removal AFTER it has been read is problematic.  Are such email removals allowed under current USF policies?  It might seem logical that the removal of any email that has been forwarded with or without comment would not be allowed under any reasonable interpretation of privacy or freedom of speech.  Does the central administration of the University agree?  If not, then what is their position and justification?  
3) Who has the authority to authorize the removal (not recall) of emails from our inboxes?  
4) In order to safeguard the CAS computer system administrators (who view the privacy of email as a central element of the trust they have with the users of their system), what procedures (if any) should USF adopt that would allow for the removal of an email once it has been read?  
Once we discuss these issues in committee and learn what was done, by whom and on whose authority, we can hopefully develop clear guidelines for the treatment of emails (particularly their removal) and develop policies that will safeguard the integrity of our email system in the future.  Feel free to forward this response to anyone you feel has a concern about this issue.  
 

Sincerely,
 

Bill
 

William M. Murray
Co-Chair, CAS Computer Steering Committee
Chair, CAS Computer Committee
